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ion des workloads virtuels

Protect



Simple Fiable Agnostique

Configuration et administration intuitive NPS =73 Windows ou Linux
Intégralement sans agent Recommandation de 91% des clients Physique ou Virtuel
Mises a jour-en quelques minutes Surebackup On Premise ou Cloud

Veeam Availability Suite

Backup Backup &
Scalable Autonome Replieation

Dimensionnement simple pas de catalogue Replication de VM pour PRA
Equilibrage de charge automatique Infra Veeam non critigue Orchestration de reprise apres incident




Architecture distribuée

3 roles principaux :
« Backup Server (Management)

 Proxy (moteur de sauvegarde)

« Repository (cible de sauvegarde) Change block N
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« Garantie une tres grande scalabilité stockage production
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De multiples scenarios de
restauration fiables et rapid



Restauration

« A partir d’'un seul et méme fichier de sauvegarde,
on peut restaurer:

=

« VM compléte

«  Fichiers composant la VM
- Fichiers du Guest OS .

OS files

Backup Repository

.

VM files

«  Objets applicatifs

Simplicité:

] II <
9 B
H

Pas de job spécifique pour une restauration spécifique

Applications Items
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Restauration d’objet applicatif

Explorer for Exchange

Explorer for AD

Explorer for SharePoint

ﬁ §6ﬂl‘i Server
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SureBackup + On-demand Sandbox + U-AIR

Automate restore tests + run pre-prod environment + retrieve any piece of data

SureBackup
Virtual lab job

EEE -
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Compressed/
vPower deduplicated

backup file

Production storage

Backup storage

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners,



Intégration stockage source



Sauvegarde avec snap de baie

4 i Durée de vie du snapshoti Durée de vie du snapshot VMware
a § -
/O i i L
/O
.
t >
VM snap VM snap commit ) t
VM snap VM snhap commit
Snap stockage Suppression du snap stockage
- Pas de montage de datastore sur un « proxying ESXi »
« Pas de resignature de LUN
« Tire parti du CBT Vmware, pas besoin de rescanner la VM pour connaitre les nouveaux bloc
- Jusqua 20 fois plus rapide que les solutions concurrentes
VeeAM
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Veeam Explorer for Storage Snapshot

VEEAM BACKUP AND REPLICATION

HOME VIRTUAL MACHINE

Bt =

Instant VM Guest Appli?a-tinn
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v Vel3 H
b Vol-4

w

Restore
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CONNECTED TO: LOCALHOST ENTERPRISE PLUS EDITH EVALUATION: 412 DAYS REMAINING




Externalisation des données



3-2-1-1-0 Rule!

Different copies Different media of which is off-site is offline No errors after

of data backup recoverability

verification
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Externalisation avec Veeam

Tape Library o[ v o oo foef o]

- - (D]

Backup Server
Scale-Out Backup

Repository (SOBR)
CICCE EIEIEE

ﬂ:Fﬂ ﬂ:ﬂ\:ﬂ
. . Backup Copy
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Nouveautés Veeam Ba



Cloud Tier

Hiérarchisation automatique intégrée

Mise en ceuvre simple

Amazon S3, S3 IA, Glacier
Azure Blob Storage

IBM Cloud Obiject Storage
Appliances S3 (Scality)

Pas de Cloud Tax

Pas de vendor lock-in
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Cloud Mobility

Portabilité des données pour le Multi-Cloud
Direct restore to Azure
Direct restore to Azure Stack
Direct restore to AWS ECS

Restore EC2 workloads
to On Prem Datacenter
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Veeam Data Labs

3. Triggers anti-virus check

SureBackup : :;mg
OnDemand SandBox — s

4a
Continue restore.

Veeam
Backup & Replication™

mo — Dmmem
—EH @ Q °m PeEEE

Backup MG 4b. Infection found, bl
T g \“‘“m
backup file to mount adapters.
SEerver.
Secure Restore (AV check)/Vew

Staged restore (GDPR compliance) Yew e
Surebackup + Secure restore Vew
(détection Ransomware proactive) Vew




Plug-in Veeam pour Oracle RMAN

Permet aux sauvegardes RMAN dans Oracle d’envoyer des données aux ressources de stockage de
Veeam Backup & Replication

- Les DBAs d'Oracle controlent les sauvegardes et les restaurations
- Les DBAs d'Oracle peuvent empécher les administrateurs de backup de diriger les restaurations
- Les DBAs non-Oracle peuvent effectuer des restaurations avec Veeam Explorer for Oracle

VBR

N
a
L= — VBR Repository 1 —————————
-'ﬁ'. 3 ente,
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Oracle server
— VBR Repository 2
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S—mR-¥ B —
! Ll Plugin -
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ORACLE
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Plug-in Veeam pour SAP HANA

Outre les méthodes de sauvegarde en mode image, Veeam fournit un plug-in SAP HANA BACKINT offrant les fonctionnalités
suivantes :

«  Sauvegarde et restauration par les méthodes natives de sauvegarde de base de données SAP HANA. Utilisation de SAP
HANA Studio pour les restaurations.

» Certification officielle SAP BACKINT (lors du lancement)
«  Capacités et scénarios d'utilisation améliorés pour les scripts et les méthodes de planification existants.

«  Utilisez Scale-Out Backup Repository (SOBR) de Veeam pour optimiser le débit lors des opérations de sauvegarde et de
restauration. Des serveurs et un stockage supplémentaires peuvent étre utilisés pour augmenter le débit et la capacité.

Serveur physique, VM et cloud VeeAM
Backup & Replication
Serveur de base Sauvegarde &
de données SAP HANA Restauration r—
[
> - g
[ L I 0
H-EBYy _ =
SAP Veeam Veeam m
HANA Plug-in for Scale-out Backup

DB SAP HANA

— Repository
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VEEAM ONE




VEEAM ONE

Veeam Backup & Replication™

VMware vSphere

Veeam ONE
(Physical or Virtual)

Microsoft Hyper-V
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24x7 real-time monitoring
and alerting

Resource optimization
and configuration tracking

Capacity planning
and forecasting

Billing and chargeback




Report Backup

Connaitre son état de protection :

Est ce que toutes les VM sont protégees?
Est-ce du backup et/ou de la replication?
De quand date le dernier point de protection?

De combien de version on dispose?

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners,

VEEAM
Protected VMs

Description

This report fsts al profected and unprotected YMs incluing ther last backug: sate
Note: VM regiicas creatis by Vesam Backaip & ReplICHNON J0bis 378 Nt CCOUNED i ThiS repoit.

Report Parameters

Seoper en tach iocal
RPO period: Past 2 k()

Exchusion mask:

Job type: Backup, Replication, Backup Copy
Business View object(s):

Include VM templates in this repart: o
Summary Information

VMs Overview:
Total s
Total Tempistes:
Protected VMs:
Backed Up Y
Fupiated VM.
Restore Points: 55
Ungrotectsd YMs. 5
VM Repiicas:
VM Last Backup State
W N Restore Ports B OutsizeRPO I Within RPO
Details
Protected VMs
e s Location Backup Type. Backup Job PG Ry | vt R LSt
& Faiea i | I
e [asr Ve e 73 < s
_nnd: l!idm Madiservers Dady Bachg Trazane 27312018
A
| seachess i [——— e
| metwerery |y Vebrmrer Backugy 200
| et g Webserver Backi 827016
(& Soncess.
|souchens |ecup soache ek Sacis Ta alevane
|em_db | Bachyp TRM DE Weekly Backp T/inaos 17| 3206
Unprotected VMs (VMware)
) vemrter0d. tech bcals e tech bcal x
B < 1week
Tavachetd 40 TECH i
weberdd  37Ams N.m'llv
6 ot detrm |




Reporting Production : Oversized VM

veeaAmnM Oversized Virtual Machines by CPU
Oversized VMs
vOPUs Bumrage Lisage (%)
Report description L - =
Elvcenterdl.sachboal 5 15
This repart helps you to discover Vs with under-utilized CPLI and memory resources
alocation for VMs. Bl esaii.techiocal 9
isnos 3 5.00 6.00 3| Configura this VM with 1 WPUs,
Report parameters : T
| shall B 009 1.00, 3| Configure this VM with 1 vCPuUs,
Seope: Virtual Infrastricture |sno7 B 130 100 3| Configurs this WM with 1 vCPUs,
Interval: 1 day H esaiz.techJoczl 5
Business View abject(s): | ueantinl 3 8.00 BOD: 3| Configure this Wi with 1 WCPUs,
S backupal 3 20| 3.00 3| Configure this VM wth 1 vCPUs,
Memory counter: Active 5 -
Oversized Virtual Machines by Memory
Sy Satonmetion VCenter Server  Cluster/Host Virtual Machine Memory Recommendation
Total oversized VMs: 34 o s o
Capacty (GE) = Average Usage (GB) | Peak Usage (GB)
Total VMs: 59 | .
| Bl vcenterdl.echdocal 5 i
CPU oversized VMs: 21 | | I
Bl ezl tech.ocal |
Mes ized Vs t t t + ¥
R v = tapeiteary 842 171 1.7 £.22 Alocate 2.2 GBs of RAM,
CPU resounces that can be reclaimed: 37 vlPUs il E00 ] | 9_425 540 Allocate 0.6 GBs of RAM,
WRAM amount thal can be reciaimed 126.22 GB 'E =53 tech local | I I | 15,60
[ = I 800 0.5 | .88, 7,30 Allcate 0.9 GBs of RAM,
ere I 800/ 0.60 | 06 7,10 Allocate 0.9 GBa of RAM.
deolL ED0 829 5.50 Allbcate 0.4 oS5 of Ram.

024 |
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Reporting Production : Scenario what if

Simulation pour savoir
si on a suffisamment
de ressource pour :

Supporter la perte d’'un
ou plusieurs
hyperviseurs

Accueillir un projet
metier ponctuel

VeeAM

Modelling results for Compute resources

Metric Average In Peak. Estlinate For Next Six Mouths
Usage | Required | Usage Requerad I Usage Required
P (GHe) F.2E% (1367} | - SR (13.ET) - S28% (13.67)
ya Yy oW Ao 'l
i 8 " “ e / \n -
= o — - - 9 Sl =
Usage | Required |
wPL 17S.00% (B4) | 35
P 9 “g
f e "
| Uwoe | Rewwed | Umse | Reqwed | Uswe | Rewwired
Mel!la-"r[E—-} | B2.01%: {10:5.54) | | E2.00% (104.9%) | -SE.DL'mJ_lﬂ-é.B-'r:I | -
P Lok PRt S |
Passed S ¥ R ¥ 8 ¥
A il S . ey
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Documentation automatique
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ice 365

ion Off

Protect



Pourquoi ai-je besoin d’'un

backup?
Microsoft s‘occupe de tout.

La perception du client La réalité du client
Microsoft s‘occupe de tout Microsoft assure la disponibilité de I'infrastructure,
mais les données restent la responsabilité du client.

id

Infrastructure Data

Disponibilité d'0365 Protection et rétention a long terme
- des données Office 365
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6 Reasons WHY

you need an Office 365 backup

£

OO

Accidental Retention Internal External
deletion policy security security
confusion / threats threats

gaps Malicious insiders / Ransomware /
departing employees rogue apps

Legal and
compliance
requirements

Managing
hybrid
deployments
and
migrations



. .. What tly d
Retention poliCieS: microsoft back up?

1 wk 1 mo 3 mo 1yr 2yrs 5yrs
o o o o o o

Inbox or folder data In Office 365

4

Deleted items (recycle bin) In Office 365 Permanently deleted

Auto-archived data (set at 1 month)  RIRJjileRe]
Deleted SharePoint Online sites and items 1st stage recycle bin Permanently deleted
Deleted OneDrive for Business files  BESSeLENEGTEERe Permanently deleted

Employee leaves the company  BIgRejile=Re{e) Permanently deleted

Office 365 backup and retention policies can only protect you from data loss in a limited way
and are not intended to be a complete backup solution.

Retention policies are always evolving and tend to be very complicated to manage and monitor.
Commonly, Admins believe they are covered, only to find that in fact certain items are gone.
Sources: Exchange Online information above is based on Microsoft’s default MRM Policy. SharePoint Online information above is based on Microsoft’s support article. OneDrive for

Business information is based on Microsoft’s support article. In some cases, these defaults can be customized by the IT Admin, but often require certain licenses and/or additional fees,
and also carry the risk which allows Microsoft to automatically delete data ahead of retention policy dates if the recycle bin is full.



. .. What tly d
Retention poliCieS: microsoft back up?

1 wk 1 mo 3 mo ‘ 1yr 2yrs 5yrs

4

Inbox or folder data  RIgR@iile=Rele)
Deleted items (recycle bin) In Office 365 Permanently deleted
Auto-archived data (set at 1 month)  RIREJjileRe]
Deleted SharePoint Online sites and items 1t stage recycle bin Permanently deleted
Deleted OneDrive for Business files 1st stage recycle bin Per manently deleted

Employee leaves the company  BIgRejile=Re{e) Permanently deleted

The average length of time from
data compromise to discovery is over 140 days,
yet default settings only protect for 30-90 days.

Source: Microsoft Office 365, 6 steps to holistic security, chapter 1



. .. What tly d
Retention poliCieS: microsoft back up?

1 wk 1 mo 3 mo 1yr 2yrs 5yrs
o o o o o o

4

Inbox or folder data Protected with Veeam

Deleted items (recycle bin) Protected with Veeam

Auto-archived data (set at 1 month) Protected with Veeam
Deleted SharePoint Online sites and items  Egel(slov=ls RV {dgIV/EIETog

Deleted OneDrive for Business files Protected with Veeam

Employee leaves the company  REfellec=ls RN RYEIx Ty

Veeam Backup for Microsoft Office 365 is more than simply filling gaps.

It’s about providing access and control to ALL
Exchange Online, SharePoint Online and OneDrive for Business data and
storing it in one location, making recovery fast, easy and reliable.



Veeam Backup for Microsoft Office 365

—— Office 365

Exchange SharePoint OneDrive

Online Online  for Business
l Veeam
Veeam backup
backup
[ | “F‘
Veeam Backup On-premises Exchange On-premises
for Microsoft Office 365 Backup Repository SharePoint

—> Backup



Veeam Backup for Microsoft Office 365

—— Office365 ———
Flexible restore options
~ Office 365
Exchange SharePoint OneDrive
Online Online  for Business
Exchange SharePoint OneDrive
Online Online  for Business
Veeam
Veeam backup
@ backup < ==
— ¢«— B
il S
Veeam Backup On-premises Exchange On-premises
for Microsoft Office 365 Backup Repository SharePoint
Restore prior Service Provider
& version restore for a tenant
AN
ol R B >
- Backup Veeam Explorer Veeam Explorer Veeam Explorer E—— Save as a file Export to .pst Email as
for Microsoft for Microsoft for Microsoft or .zip an attachment
- Restore Exchange SharePoint OneDrive

https://www.youtube.com/watch?time co
ntintie=2v=\/X59Gf-Twwn



Exemple infection Office 365

https://www.youtube.com/watch?time continue=2&v=VX59Gf-Twwo

Office 365

Outlook

= Discover
+ Create
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Move to ¥ Categories Vv L

Your emails have been encrypted

Kevin Mitnick D Replyall

Kevin Mitnick ¥

Oops your emails have been encrypted!

What happened to my emails?
Your important emails have been encrypted.

Many of your emails, including your attachments are no longer accessible
because the have been encrypted.

Maybe you are busy looking for a2 way to recover emails, but do not waste
your time. Nobody can recover your emails without our decryption service.

Can | recover my emails?

Sure. We guarantee that you can recover all your emails safely and easily.
(But you have not so enough time.)

If you want to decrypt all your emails, you need to pay. You only have 3
days to submit the payment. After that the price will be doubled. Also, if you
don't pay in 7 days, you won't be able to recover your emails forever







